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THE DESCRIPTION OF THE SCIENTIFIC PROBLEM

Though information search has been playing a major role in the fields appearing in my
dissertation subject (defense, public service and economy), scientific research has focused little
on the interdisciplinary areas of research subjects, even less in the Hungarian local context.
There are many publications on the mathematical and informatics aspects of my subject, while
we can read few on the usability, feasibility, and legal ecological aspects of information search.
It seems that this area is too practical for theoretical scientists, while too theoretical for

practitioners.

As a manager of a company providing services in the field, I have always been interested in
information search and specifically in semantic search. My experience has shown that there are
many issues in the micro- and macro-social environment of information search, that the
Hungarian scientific literature hardly covers, and even the international one does not favour.

These include, among other things, the following.

As information and its effective search for has become an independent resource in the area of
the economy and public administration, information search has also turned out to be an
investment target on its own. However, the information search as an investment area is
practically unknown in Hungarian industrial and administrative circles. Senior management is
often reluctant to take investment decisions due to the lack of knowledge required, and this
hinders technological renewal and efficiency improvement. Even the simplest model based on
time saving shows startling results. If we add to this the intangible characteristics that can be
found by indirect measurements only, the decision-makers are given complete arsenal to make
their investment decisions. However, their scientific examination is incomplete, essentially

lacking.

Another unexplored but also an important aspect of the micro-environment is the human and
security side of the information search, the detection of barriers that prevent the absorption of
an information search application by the working organisations. The exploration and
systematisation of these criteria based on domestic industrial experience and international

scientific literature can also be identified as a scientific problem.

Finally, I consider it an important scientific problem to systematise the framework of the
Hungarian legal system from the viewpoint of information search, to identify gaps and

shortcomings that prevent progress of technological progress. As the background to domestic



research, I consider the international outlook to be a research task to highlight the direction of

the development of legislation in the EU and in the Anglo-Saxony countries.

During my nearly 30 years of professional history in Hungary, I tried to build a bridge between

scientific theory and industrial practice. Combined the results of my research with decades of

industrial experience, I started the endeavour of writing this dissertation.

RESEARCH OBJECTIVES

The basic research objective of my dissertation is to analyse the effective and efficient

conditions of information search in the defence sphere, public administration and economic life.

As part of this:

e exploring the priority areas of the application of information search in the defence
sphere, public administration and economic life;

e exploring and evaluating the Hungarian legal environment of search of information,
identifying the legal norms hindering information search and identifying their
impact;

e identifying and establishing methods for the accountability of law enforcement and
national security organisations, that increase the confidence of citizens on the one
hand and the effectiveness of the operational environment of these organisations on
the other;

o the development of a framework and a model for the efficiency and effectivity of
information search;

e identifying obstacles to the introduction of information search as a knowledge

management tool and suggesting measurement to counter them.

RESEARCH METHODS

For my dissertation I used research methods as follows:

wide range literature overview, studying and processing the relevant international and
national literature, legal and other relevant documents;

applying secondary analysis, I analysed and processed previous research results;

I analysed and processed the results of my professional experience, I carried out
empirical research;

I consulted leading professionals, high level managers in my research field;

based on comparative analysis carried out on the gathered and processed information I

made abstractions, conclusions and generalisations.



RESEARCH HYPOTHESES
My research hypotheses relating to the subject of the dissertation and the elaboration of the

scientific problem:

e the concept of the open source intelligence of the defence and the business sector is
inaccurate and ambiguous (new scientific result 1 and 3);

e the use of semantic search systems significantly increases the effectiveness of the daily
work (new scientific result 7);

e international trends show that the legal environment of the information search is
undergoing a dramatic transformation (new scientific result 5);

e the way the Hungarian legal system handles the information search is fragmented,
incomplete and anachronistic, the law enforcement organisations, national security
services are unnecessarily hindered, and, beyond this, it constitutes a threat to the
effectivity of counter-terrorism activities and efforts against organised crime (new
scientific results 2 and 4);

e work organisation and communication are as important as the technology itself in the

effective functioning of an information search system (new scientific result 6).

CONCISE DESCRIPTION OF THE RESEARCH CARRIED OUT BY
CHAPTER

The doctoral dissertation consists of four chapters.

In the first chapter, I summarised the theoretical knowledge base of information search, the
basic concepts of the meaning-based semantic search; the mathematical and IT foundations of
information search, the methods used, and finally the linguistic background of information

search, the key issues of natural language processing.

In the second chapter, I presented and evaluated the three fields of application closely related
to information search, its technological solutions: the sentiment analysis, the federated search

and the fusion centres.

In the third chapter, I examined a primary application of information search in the three fields
(defence, public administration, economic life). In each of these fields of application, I defined
the most important features of the information search, justified the need for its application, its
basic uses, proposed the possibilities for improvements, and projected developments in the

future.



In the fourth chapter, I examined three basic external and internal environmental conditions for
the effective and efficient organisational application of information search - the legal
environment, human and security conditions within the organisation and the evaluation of the

information search. Finally, I summarised related proposals.

SUMMARISED CONCLUSIONS

At the beginning of the XXI. century, information technology and its use are undergoing
paradigm shift. Almost all new data are in electronic form, their storage and communication
functions globally and cost-effectively. At the dawn of the IV. industrial revolution, one of the
key challenges is to filter out the user's relevant information, and to do this quickly, efficiently,
preferably with as little human effort as possible. My research aims to explore the applicability
of technologies designed to address these challenges in the area of national security, law
enforcement, public administration and business. My aim is to explore the most advanced
technologies of information search applications, including the computer linguistics,
mathematics and IT background, and then present some of the most interesting technologies
from the user perspective. Following this, I will approach the subject from a user perspective
national security and law enforcement, public administration, law, and business. Finally, after
the sectoral approach, I examine the information search from the organisational perspective in

terms of legal, economic and organisational security.

In the first chapter of the dissertation, I cover the theoretical background of information search,
with the view to the arsenal of knowledge representation, computer linguistics, mathematics
and IT, up to the disruptive effects of the latest deep learning methods. I pointed out that the
searchability of the exponentially increasing text volume, of which is 80-85 %, is an
indispensable technological challenge. Looking through the tools of knowledge
representation, I came to the conclusion that although technologies using classical,
morphological tools and controlled dictionaries are marginalised in the context of modern
statistical and deep-learning techniques for online searches, the use of taxonomies and
ontologies generated by the humans is still a long way to play a greater degree for

punctuality and recall in case of enterprise content search systems.

In the second chapter, I demonstrated the applicability of information search through three basic
technologies. The three technologies are different in character, but they're in common in
everyday life, which I illustrated in all three cases. In the federated search section, I classified

the types of technology and then presented the applicability in a case study to detect illegal drug



trafficking, suggesting that the method can also be used for the collection of internet

advertisements of smugglers, etc. The technology was presented at scientific conferences.

In Chapter Three, I examined information search from the perspective of users. These are the
defence sector, public administration and economic life. In the analysis of OSINT, I have
reinterpreted the concept of open source intelligence based on the modern Anglo-Saxon
literature. In my interpretation, the essence of OSINT is not necessarily a matter of legality, but
that of the public availability. I made a sharp line between active and passive interventions.
I am aware that this approach is not shared with all schools, but I say that anyone who monitors
and exercises the development of modern technologies is sensing the shift of the centre of

gravity.

I also examined in the third chapter shortcomings in the Hungarian legal environment in relation
to information search for public data. I have revealed the legal shortcomings that will cause
EU directives not fully transposed in Hungarian law. I pointed out the lack of execution
instructions and the non-enforcement of the law. I have developed a recommendation for the

necessary changes.

I redefined the concept of economic intelligence and competitive intelligence. I have
clarified conceptual disturbances in the former two, as well as in the concepts of industrial
espionage and business intelligence. I have organized the technologies for information search

in the field of economic intelligence.

In the fourth chapter, I examined the Hungarian legal environment in terms of information
search. The study has been carried out following four concepts, so far only superficially
covered by literature: the purpose limitation, prohibition of interconnectivity of databases,
limitation of storage of data files over time and freedom of profiling. I have demonstrated
that the Hungarian legal system is in significantly backward compared to modern
technological expectations. I have revealed that, in the absence of radical change, national
security services and law enforcement bodies will not be able to carry out their duties in a short
time if the Hungarian legal system does not follow international trends and does not meet the
challenges of technological development. I have made recommendations for the necessary

changes.

After home exploration of the legal environment, I have been subjecting a thorough analysis to
the so-called Anderson report, which examines the situation in the United Kingdom. The most

important statement is that bulk search is a lesser violation of personality rights, rather



than a targeted search, because, though it looks at many of them superficially, it only
penetrates the private sphere of those who fall under strong suspicion as a result of the mass

search, so privacy of those who have nothing to do with the case is not violated.

Finally, on the basis of international scientific literature, I have collected the methods to
improve the accountability of national security services and law enforcement bodies, so
that they are limited in their technical capabilities while respecting personal freedoms. I have

proposed changes in the Hungarian legal system.

I consider it a new result that [ have discovered and organised factors that are barriers to the
introduction of a search system and the adoption by an organisation. I found that the main
obstacle to success is not the limitations of technology, but the human factor. On the basis

of my long industrial experience, I have proposed to combat the obstacle for each factor.

I have presented a model for assessing the economics of a search systems as a model for
calculating the return on investment, taking into account the productive use of saved
professional time. Because in a knowledge-based organisation, like a legal office, court,
prosecutor, market research institute, etc. the working time of highly qualified staff is the largest

cost factor, the model presented gives a good approach to ROL.

NEW SCIENTIFIC RESULTS

1. Ireinterpreted the concept of open source search. I have noted that open source search
does not have a definition in the Hungarian legal system. I have proposed a replacement.

2. Thaverevealed the methods that hinder the search for public data under the relevant EU
directives and Hungarian legislation. I developed a recommendation for changes.

3. I reinterpreted the concept of economic intelligence, and I put in this context the
concepts of business intelligence and industrial espionage.

4. Thave revealed the Hungarian legal environment for finding information on the basis of
the evaluation criteria I have developed, taking into account the Hungarian and
international literature, and I have noted that the Hungarian legal environment does not
follow the requirements of technological change and I have developed
recommendations for changes.

5. I have examined the accountability of national security services and law enforcement

bodies on the basis of international and national literature, and recommended methods



which increase the trust of citizens on the one hand and the effectiveness of of the

services on the other.

6. I examined the absorption barriers to the information search as a method of knowledge
management in any organisation and made suggestions to remove these obstacles.

7. 1 developed a case study to measure the efficiency of a legal search system based on
interviews and own calculations. By using them, I drew conclusions and made
recommendations for the technological renewal of the Hungarian judicial system.

RECOMMENDATIONS

Based on the above result I make the following recommendations.

The text or parts of the dissertation are suitable for using as teaching material or as a
university note. There was no mention of information about OSIN at all in 2006, and
OSIN was last mentioned in 2006, which, in addition to its excellence, requires a new

approach to this discipline.

The economic model developed can be used for the calculation of returns for

investments, development of information search systems.

The methods recommended in the human and security chapter can be useful for

system analysts, evaluators and project managers on a daily basis.

The methods recommended in the human and security chapter can be useful as

education material for senior management.

I propose the amendment of law 2015. XCVI. in two directions. On the one hand, it
should be mandatory to publish the public interest data in a machine-readable form in
a timely manner. On the other hand, they sanction non-compliance with this

addendum.
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